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HIGH COURT OF MADHYA PRADESH SERVICES (RECRUITMENT,
GENRAL CONDITIONS OF SERVICES, CONDUCT, CLASSIFICATION,
CONTROL AND APPEAL) RULES, 2017

In excersise of the power conferered by clause (2) of Article 229 of the Constitution of India the Chief
Justice of the High Court of Madhya Pradesh, Jabalpur makes the following Rules for Regulating the recruit-
ment, condition of service, classification, control and appeal with respect to the Officers and employees of the
High Court of Madhya Pradesh.
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HIGII COURT QOF MADHYA PRADESH SERVICES (RECRUITMENT,
GENERAL CONDITIONS OF SERVICES, CONDUCT, CLLASSIFICATION,
CONTROI. AND APPEAI) RULKES, 2017

In excreise of the powers conferred by clause (2) of Article 229 of the
Constitution of India, the Chief Justice of the Iligh Court of Madhya Pradesh,
Jabalpur, makes the following Rules for regulating the recruitment,
conditions of service, conduct, classification, control, and appeal with respect

to the Officers and employces of the High Court of Madhya Pradesh.

1. SHORT TITLE AND COMMENCEMENT:

(i)  Thesc rules may be called “ITigh Court of Madhya Pradesh Services
(Recruitment, General conditions of services, Conduct,
Classification, Control and Appeal) Rules, 2017”.

(ii)  These Rules shall come into force from the date of their notification in

thc Madhya Pradesh Gazette.

2, DEFINITIONS :

In these Rules, unless there is anything repugnant in the subject or

context-
(a) 'Accounts Officer' means the Accounts Officer of the High Court.

(b) 'Administrative Judge' means the Administrative Judge or Judges
nominated by the Chief Justice under Article 229 of the Constitution,
at the Main Scat at Jabalpur and the Benches at Indore and Gwalior

for disposal of such administrative matters as may be specificd.
(c) 'Appcllate Authority' mcans the authority as nominated under rule 17.
(d) 'Appointing Authority': Means

(i)  the Chief Justice for all categories of posts in Class-I.

(ii) the Registrar General for all categories of posts in Class-Il,

Class-TIl and Class-1V, who shall cxercise the powers of

appointment subject to the control of the Chief Justice.
(c) 'Budget Officer' means the Budget Officer of the High Court.

(f)  'Chief Justice' mcans the Chief Justice of the High Court and ‘Judge'

means Judge of the [ ligh Court.
/1



o 4 () ]

aeAge e ogd, feeie 26 3 2019

229

(2)

(h)

()

@

(k)

M

(m)
(n)

(0)

(p)

(@

)

(s)

‘Chief Librarian’ means the Chicl Librarian of Library Services of .

the High Court.

'Chief System Analyst’ means the Chief System Analyst of the
Information and Technology branch of the High Court.

'Citizen of India' means a person who is or is deemed to be a citizen
of India under Part II of the Constitution and the Citizenship Act,
1955.

'Constitution' means the Constitution of India.

'Departmental Promotion Committee’ means the Committee

constituted by the Chief Justice under Schedule-1, Column No. 11.

'Deputation’ means either the temporary lending by an outside
authority of the services of its officers or employees to the High Court
or the temporary borrowing by an outside authority of the services of

Officers or employees of the High Court.
'Deputy Registrar' means the Deputy Registrar of the Iigh Court.

'Disciplinary Authority' in relation to the imposition of a penalty on
an employee means the Authority competent under rule 16 to impose

on him/her any of the penalties.

'Employee’ or 'Employee of the Court' means any Officer or
employee appointed to or borne on the establishment of the High

Court as specified in the Schedule-1 as amended from time o time.

'Establishment’ means the establishment of the Office of the High
Court.

‘Examination’ means examination conducted by the “Iixamination
Section” of the High Court for recruitment/selection of employees of
the High Court and Courts sub-ordinate thereto and members of the

Judicial Service;

‘Examination Committee’ means Commitlee constituted by the
Chief Justice to monitor and oversee the selection process for the
recruitment of various staff of High Court and Courts sub-ordinate

thereto and members of the Judicial Service;

'Government' means the Government of Madhya Pradesh.
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-
(1)  'Government Servan{' means any officer or servant a ointed by or
y PP y

under the authority of the Central or State Government, as the casc

may be.
(u) 'Governor' mcans the Governor ol Madhya Pradesh.
(v)  'High Court' means the High Court of Madhya Pradesh.
(w) ‘'Joint Registrar' means the Joint Registrar of the High Court.

(x) “Judicial Academy’ means “Madhya Pradesh State Judicial Academy

at Jabalpur and its regional units”.

(v) ‘Judicial Serviee’ means Higher Judicial and State Judicial Service of
Madhya Pradcsh.

()  ‘Library Professional’ shall include a personnel working in Library
as Technical Assistant, Assistant Librarian, Librarian or equivalent.

(aa) 'Members of the Family' in relation to an employee means his

spouse, children or step children dependent upon the employee.

(ab) 'Other Backward Classes' means the classes s0 notified by the
4
Government of India or by the State Government from time to time.

(ac) ‘Person with benchmark disability, person with disability and
person with disability having high support need’ shall respectively
have the same meaning as given under the Rights of Persons with
Disabilities Act, 2016.

(ad) 'Post' mecans a post on the establishment in Class 1, Class 11, Class 111
or Class IV of Schedule 1.

(ac) 'Principal Registrar Examination' means the Principal Registrar of

the Examination Scction of the High Court.

(af) 'Principal Registrar Judicial' means the Principal Registrar of the
Judicial branch of the High Court.

(ag) 'Principal Registrar Vigilance' means the Principal Registrar of the
Vigilance Cell of the High Court.

(ah) 'Registrar’ mecans the Registrar of the High Court.
(ai) 'Registrar General' mcans the Registrar General of the High Court.

(aj) 'Schedule’ means the Schedule appended to these Rules.
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(ak) ‘Sr. Principal Analyst’ means the Sr. Principal Analyst (Information .

& Technology), Sr. Principal Analyst (System Administration) and Sr.
Principal Analyst (Network & Communication Technology) of the
High Court”.

(al) ‘Service’ means Services of the High Court;
(am) 'Vigilance Section' means the Vigilance Section of the High Court.

(an) ‘Year of Recruitment’ means year commencing 1* of January and

ending 31 December.

SCOPE OK APPLICATION :
These Rules shall apply to every person who holds a post or is a

member of services except:

(1)  any member of the Judicial Service and/or officer belonging to any
other service on deputation to the Hligh Court,

(i1)  persons in casual employment,

(iii) persons in respect of whose appointment and conditions of service
special provisions have been made, or may hereafier be made by
contract.

In case any doubt regarding applicability of these rules, the
decision of Chief Justice shall be final.

NUMBER OF POSTS, CLASSIFICATION AND SCALE OF PAY :
The number of posts, their classification and the scale of pay attached

thercto shall be as specified in column nos. 2 to 5 of Schedule annexed-I to
these Rules.

Provided that, the classification of an existing service on post under
the orders that may have been issued before coming into force of these rules
shall be deemed to be its classification under these rules unless otherwise

notified by special or general orders issued in this behalf by the High Court.

METHOD OF RECRUITMENT, AGE LIMIT, QUALIFICATIONS,

Ete. :

The method of recruitment, age limit, qualification and other matters
relating to a post shall be as specificd in Columns 6 to 11 of Schedule-1.
ELIGIBILITY:

(1)  No persons shall be eligible for appointinent unless he is a citizen of

India.

4

5.—
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(2) No candidate who has more than one spouse living shall be eligible
for appointment.

(3) No candidate shall be eligible for appointment to the service, if the
candidatc has morc than two children on or afier 26-01-2001 as
provided in Rule 6 (6) of the Madhya Pradesh Civil Services (General
Conditions of Services) Rules, 1961.

Explanation:

(a) A person having more than two children shall not be deemed to
be disqualificd for appointment, where alrcady having one
child, more than one children are born from the subsequent
delivery. |

(b)  Tor the purpose of this Sub Rule, a child born within 280 days
from 26-01-2001, shall not constitute disqualification.

Note: Kindly refer to the Judgment dtd. 07-11-2003 of Mr.
Ojhilal Gond vs. the State of M.P. and Others in W.P. no. 5069
of 2002 at HHigh Court of M.P., Jabalpur.

(4) No candidate shall be eligible for appointment unless he has been
certified to be medically fit for appointment to the post by the District
Medical Board;

Provided that, a candidate may be appointed provisionally
subject to prescntation of aforesaid certificate within a period of 30
days from the date of joining, failing which the appointment shall be
liable to be terminated.

(5) Any attempt on the part of a candidate to obtain support for his

candidaturc will render him disqualificd for selection.
(6) No person shall be cligible for appointment if he -

(a) is or has been a member of a body of persons which has been
declared to be unlawful by the state or central government, as
the case may be; and continues to be so on the date of the

publication of advertisement for the post;

Or
(b)  has been indicted by a competent authority for participating in
or associating with any activity or programme:
(i)  aimcd at subversion of the Constitution of India;
(ii) aimed at organized breach or defiance of law involving

violence; o N
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(iii) prejudicial to the sovereignty and integrity of India or the ©
security of the State; or
(iv) promotees feelings of ill will, enmity or hatred between
different scctions of the people on grounds of religion,
race, language, caste or community;
Or
(¢) has been dismissed from service of the Central or a State
Government, a local or statutory body or any Court;
' Or
(d) has been debarred or disqualificd by the Union or any State
Public Service Commission or a local or statutory body or a
Court from appearing in any examination or selection process
conducted by it;
Or

(e)  has been convicted of an offence involving moral turpitude.

(7) No person shall be eligible for promotion for five calendar years
from the date on which his promotion becomes due, if he/she has

more than two children on or after commencement of these Rules.

Provided that,- - (1) A person having more than two children
shall not be deemed to be disqualified for promotion so long as
the number of children he has on the date of commencement of
this rule does not increase.

(2) A person having more than two children shall not be deemed to
be disqualified for promotion, where already having one child,

more than one children are born from the subsequent delivery.

EXPLANATION: FFor the purpose of this sub-rule, a child born within

280 days from the date of commencement of these Rules shall not

constitute disqualification.

CONDITIONS OF SERVICE:

Subject to the provisions contained in these rules, in respect of all
such matters regarding conditions of the services of the officers and
employees of the [{igh Court where no provisions have been made in these
rules, the rules framed and orders issued from time to time in respect of the
members belonging to State Govt. service holding corresponding posts with

such specification, may be made applicable, subject to such modifications,
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variations or exceptions, if any, as the Chief Justice may, from time to time

specify.

(1)

4)

(5)

(6)

(7

PROBATION:

A person appointed to the High Court service by direct recruitment

shall ordinarily be placed on probation for a period of two years.

The appointing authority may, for sufficient reasons, extend the period

of probation by a further period not exceeding one year.

A probationer shall undergo such training and pass such departmental

examination during the period of his probation as may be prescribed.

The services of a probationer may be terminated during the period of
probation if in the opinion of the appointing authority he is not likely

to shape into a suitable employee.

The services of a probationer who has not passed the departmental
cxamination or who is found unsuitable for the service or post may be

terminated at the cnd of the period of his probation.

On the successful completion of probation and passing of the
prescribed department examination, if any, the probationer shall, if
there is a permanent post available, be confirmed in the service or post
to which he has been appointed, either a certificate shall be issued in
his favour by the appointing authority to the effect that the probationer
would have been confirmed but for the non-availability of the
permanent post and that as soon as a permanent post becomes

available he will be confirmed.

A probationer, who has neither been confirmed, nor a certificate
issued in his favor under sub-rule (6), nor discharged from servicc
under sub-rule (4), shall be deemed to have been appointed as a
temporary Government scrvant with cffect from the date of expiry of
probation and his conditions of service shall be governed by the
Madhya Pradesh Government Servants (Temporary and Quasi-

Permanent Service) Rules, 1960,

ADJUDGING SUITABILITY OF OFFICIATING GOVERNMENT
SERVANTS:-

(1

A person already in permanent Government service appointed to the

services of the High Court by direct recruitment or transfer shall
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10.

(2)

3

ordinarily be appointed in an officiating capacity for a period of two =

years 1o ascertain his suitability for the service:

Provided that, the High Court may declare that any previous
officiation in the services of the [ligh Court may be counted towards
the period of adjudging to such extent as may be specified in the

particular case:

Provided further that, if the Government servant is appointed to
a post to which direct recruitment is also made in accordance with the
Recruitment Rules governing appointments to such post then the
period of officiation shall be equal to the period of probation
prescribed for a person appointed by direct recruitment to the.said

post under the rules.

The appointing authority may, for sufficient reasons, extend the

period of officiation by further period not exceeding one year:

Provided that, if the Government servant is appointed to a post
to which direct recruitment is also made in accordance with the
Recruitment Rules governing appointments (o such posts and the
Rules provide for extension of the period of probation then the period
by which the period of officiation may be further extended shall be
equal to the period by which the period of probation is extendable for
a person appointed by direct recruitment to the said post under the

Rules.

If during or at the end of the period officiation or extended period of
officiation, the employee is found unsuitable for the service or post to
which he has been appointed he shall be reverted to his former

substantive service or post.

Note.- The failure to pass prescribed departmental examination, if
any, within such period as may be allowed for the purpose may be
construed  as failure to show fitness for the service or post in which

the employee is officiating.

GRADATION LIST- A gradation list shall be maintained for cach cadre

which shall be arranged in order of seniority the names of the cmployee

holding the posts included in the cadre:

Provided that, when a cadre consists of two or more distinct branches

or groups of posts and transfers are not ordinarily made form one branch or
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group of posts to another, a separate gradation list shall be maintained for

cach branch or group of posts of such cadre.

SENIORITY- The seniority of the members of a scrvice or a distinct branch

or group of posts of that service shall be determined in accordance with the

following principles, viz :-

(1) Seniority of Direct Recruits and Promotees -

(a)

(b)

(c)

(d)

The Scniority of persons dircctly appointed to a post according
to rules shall be determined on the basis of the order of merit in
which they arc recommended for appointment irrespective the
date of joining. Persons appointed as a result of an earlier
sclection shall be senior to those appointed as a result of a

subsequent selection.

Wherce promotions arc made on the basis of selection by a
Departmental  Promotion Committee, the seniority of such
promotecs shall be in the order in which they are recommended

for such promotion by the Committee.

Where promotions arc made on the basis of seniority subject to
rejection of the unfit, the seniority of persons considered fit for
promotion at the same time shall be the same as the relative
seniority in the lower grade from which they are promoted.
Where however a person is considered as unfit for promotion
and is supcrseded by a junior, such person shall not, if
subscquently found suitable and promoted, take seniority in the

[igher grade over the junior persons who had superseded him.

The scniority of a person whose case was deferred by the
Departmental  Promotion  Committee  for lack of Annual
Character Rolls or for any other reasons but subsequently found
fit to be promoted from the date on which his junior was
promoted, shall be counted from the date of promotion of his
immediate junior in the select list or from the date on which he
is found fit to be promoted by the Departmental Promotion

Committec.

The relative seniority between direct recruits and promotecs
shall be determined according to the date of issue of

appointment/promotion order: "
7/



*Tf‘r4(7r)]

qegyeyT g, fesia 26 afie 2019

237

€y

(g)

Provided that, if a person is appointed/promoted on thes
basis of roster earlier than his senior, scniority of such person
shall be dectermined according to the merit/select/fit list
prepared by the appropriate authority. '

If the period of probation of any direct recruit or the testing
period of any promotec is extended, the appointing authority
shall determine whether he should be assigned the same
seniority as would have been assigned to him if he had
complleted the normal period of probation/testing period
successfully, or whether he should be assigned a lower

seniority.

If orders of direct recruitment and promotion are issued on the
same date, promotees shall, enblock. be treated as senior to the

dircct recruits.

(2)  Seniority of Transferees-

(a)

(b)

Where a person is appointed by transler in accordance with the
provisions in the Recruitment Rules, providing for such transfer
in the event of non-availability of suitable candidates by dircct
recruitment or promotion, such transferce shall be grouped with
dircct recruits or promotees, as the case may be, and he shall be
ranked below all direct recruits or promotees, as the case may

be, selected on the same occasion.

In the case of a person who is initially taken on deputation and
absorbed later (i.e. where the relevant recruitment rules provide
for "transler on deputation/transfer”) his seniority in the grade
in which he is absorbed will normally be counted from the date
of absorption. If he has so ever been holding already (on the
date of absorption) the same or cquivalent grade on rcgular
basis, in his parent department, such regular service in the grade
shall also be taken into account in fixing his seniority, subject
to the condition that he will be given seniority, from the date he
has been holding the post on deputation or the date from which
he has been appointed on a regular basis to the same or
cquivalent grade in his [parent department).

Explanation- The fixation of seniority of a transferee in
accordance with the above rule will not however affect any
regular promotions to the next higher grade made prior to the

date of such absorption. In other words it will be operative only
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in filling up of vacancies in higher grade taking place after such

absorption.

(3)  Seniority in speccial types of cases-

(a)

(b)

(c)

(d)

In case where a penalty of reduction to a lower service, grade or
post is imposed on a employee of the High Court and such
reduction is for a specified period and is not to operate to
postpone luture increments, the Seniority of the Government
scrvant may, unless the terms of the order of punishment
provide otherwise, be fixed in the higher service, grade or post
or the higher time scale at what it would have been but for his

reduction.

Where the reduction is for a specificd period and is to operate to
postpone future increments, the seniority of the employee of the
High Court on re-promotion may, unless the terms of the order
of punishment provide otherwise, be fixed by giving credit for
the period of service rendered hy him in the higher service,

grade or post or higher time scale.

The surplus cmployees shall not be entitled for the benefit of
the past scrvice rendered in the previous office for the purpose
of their seniority in the new office and such employees shall be

treated as fresh entrants in the matter of their seniority.

When two or more surplus employees of a particular grade in
an office are selected on different dates for absorption in a
grade in another, office their inter-se-seniority in the later office

shall be the same as in their previous office provided that:-

(i)  No direct recruit has been selected for appointment to
that grade in between thesc dates, and
(i) No promotcc has becn approved for appointment to that

grade in between these dates.

(4)  Scniority of Ad-hoc employees-

(a)

(b)

A person appointed on ad-hoc basis shall not get any seniority
till the regularisation of his services.

If a person is appointed on ad-hoc basis by substantially
following the procedure laid down by the Recruitment Rules
and the appointec continucs in the post uninterruptedly till the
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12.

13.

14,

15.

16.

regularisation of his service in accordance with the rules, the

period of officiating service shall be counted for seniority.

PROMOTION- ‘The Chief Justice shall determine in respect of each grade

or service to which appointment may be made by promotion, the grade or

service from which such promotion may be made and the procedure to be
followed for the purpose, and in particular whether such promotion shall be
on the basis of seniority subject to the rejection of the persons considered
unfit for promotion or whether the selection for promotion shall be
determined on the basis of merit from among persons who had completed in
the lower grade or service such minimum period of service as may be

prescribed.

REVERSION AND RE-APPOINTMENT- Permanent employee of the

High Court officiating in a higher grade or service may be reverted to the

lower grade or service from which they were promoted if there are no
vacancies in the former grade or service; and such reversion shall not be

construed to be a reduction in rank:

Provided that, the order in which such reversion shall be made will be
the reverse of the order in which officiating promotion was made. except
when administrative convenicnce renders it necessary to revert the
officiating employee of the High Court otherwisc than in accordance with

this proviso:

Provided further that, on the occurrence of a fresh vacancy the
re-appointment to the higher grade or service shall ordinarily be in the order
of relative seniority of the reverted employec of the High Courts.

CONDUCT- The provisions contained in the Madhya Pradesh Civil
Services (Conduct) Rule, 1965 shall be applicable mutatis mutandis to the

employees.

DISCIPLINE AND APPEAL

SUPERINTENDENCE AND CONTROL: All Employees in the High
Court shall be subject to the superintendence and control of the Chief

Justice.

The provisions of Madhya Pradesh Civil Services (Classification, Control
and Appeal) Rules, 1966 shall be applicable mutatis mutandis to thc
employees of the High Court subject to the following:
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17.

(1)

(2)

18.

(1) Employees belonging to Class 1V, Class 11l and Class II, the
Disciplinary Authority shall be the Registrar General or such other
Officer as may be designated in this regard by the Chief Justice.

(2) Employees in Class I Posts, the Disciplinary Authority shall be the
Chicf Justice or such Puisne Judge or the committee of Judges as may

be designated in this regard by the Chief Justice.

The power cxercised by the State Government under the Rules
adopted by the High Court shall be exercised in regard 1o Employees
of the High Court by the Chief Justice.

APPELLATE AUTHORITY:

If the order imposing any of the penalties specified under the M.P. Civil
Services (Classification, Control and Appeal) Rules, 1966 is passed by
the Registrar General, the appeal shall lic before the Chief Justice or any
Judge or committee of Judges nominated by the Chief Justice.

If the order imposing any of the penalties specified under the MLP. Civil
Scrvices (Classification, Control and Appeal) Rules, 1966 is passed by
the Chief Justice, the appeal shall lie before a committee of three senior most
Judges of the High Court.

INHERENT POWERS OF TIE CHIEF JUSTICE:

(1) Nothing in these Rules shall be construed to limit or abridge the
power of The Chief Justice to deal with the case of any member of the
Service or any person to be appointed to the Service in such manner
as may appear to him to be just and equitable:

Provided that, where any rule is relaxed in the case of any
person the casc shall not be dealt with in any manner less favourable
to him than that provided by that rule.

(2)  The High Court may, from time to time, alter, amend or repeal any of
these Rules in full or any portion thereof and make such further Rules,
as he may dcems fit in regard to all matters herein provided or matters
incidental or ancillary to these Rules or in regard to matters which
have not been provided or sufficiently provided for, in these Rules.

Provided that, if such orders relate to salaries, allowances, leave
or pension of the employees of the High Court such orders shall be

made with the approval of the Governor of the State. AN
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19. The provisions contained in the Madhya Pradesh Fundamental Rules

20.

21.

22,

shall be applicable mutatis mutandis to the employecs.
The provisions contained in the MLP. Civil Services (Pension) Rules, 1976
shall be applicable mutatis mutandis to the employees.
(2) The M.P. Civil Services (Pension) Rules, 1976 shall not be applicable o
the person appointed on or after 1st January, 2005 to the services and posts
in connection with the affairs of the Iligh Court either temporarily or

permanently and they shall be the Member of National Pension Scheme.
INTERPRETATION:

[f any question arises regarding the interpretation of the rules, it shall

be referred to the Chief Justice whose decision thercon shall be final.

REPEAL AND SAVINGS:

High Court of Madhya Pradesh (Recruitment, Conditions of Service
and Conduct) Rules, 1996 are hereby repealed:

Provided that, any order already made under the Repealed Rules shall

continue in force and be deemed to have been made under the provisions of

these Rules:

Provided further that, any action taken or proceedings started under
the repealed Rules and pending at the commencement of these Rules shall be
continued and disposed of as far as may be, in accordance with the

provisions of these Rules. ,

RAJENDRA KUMAR VANI, Registrar General.
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Schedule-11
(See Rule 12)

SYSTEM TO ENHANCE SECURITY

The Database Administrator must be appointed from technical officer of

High Court not below the rank of Registrar,

A. Central Examination Server :

(N
2)
3)
“4)
(%)

(6)

Should be physically secure. No unauthorized and unauthenticated
access should be given.

Biometric technology alongside with traditional password based
technology should be used for securing server.

A replica of the same server should be available with geographically
changed location.

Communication between the server should be encrypted with best
possible technique like RES/MDS etc.

The owner which has access to each server should be different. Owner of
one server should not be able to access the second replica server,

A Monitor server should also be configured in same manner as of
examination scrver but  to  store monitoring data such as
audio/vidco/images/biometric data collected from each examination
centre.

B. Examination server at cach examination centre.

(1)

(4)

(%)

Each Examination centre should have fingerprint reader at main gate
s0 that only those examinees are allowed whose fingerprint is stored on
Examination scrver in Examination centre. User biometric information
(Fingerprint/fact recognition) may be registered at the time of
enrollment/form [illing through authorized centre or kiosk only.

Fach examinee should be validated by his/her own credential (id and
password) through the server.,

['’xam Hall must have auto generated encrypted code {or paper. Thus auto
gencrated code (id) must be distributed randomly. The first candidate
who comes in exam room shall have first code, second shall get second
code and likewise. :

The password of each user stored in the database should be in encrypted
form.

As soon as the exam gets over and data is submitted to database on
Examination server at each examination centre, immediately the DML
(Data Manipulation Language) get locked for the database so that the
data could not be changed at any situation. (Databasc access time must be
limited upto exam period only, whatever it may be 2 hrs or 3 hrs and after
examination it must be blocked immediately and no command or
deletion, addition, altcration shall be allowed. It is to ensure that the test
is taken in a certain amount of time. Some automated testing programs

3%~
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allow this feature). The auto generated id is for the internal use only and
not be opened to anyone except Fxamination In-charge having exclusive
password..

(6) Each examination hall should have at least two CCTV cameras with
audio recording facility to the monitoring server not less than 5 Mhz
frequency. The camera must have sufficient electricity back up through
UPS, so that the movement and activity of [Examince can be recorded in
case of power failure. This data should be uploaded to monitoring server
on real time basis.

(7)  The recording of desktop of cach Examince computer should also be
uploaded to monitoting server on real time basis which in turn to be
secured at the monitoring server contemporancously.

(8) The local server installed at Examination Centre should be connected
through VPN to the master server. The internet connectivity on the local
server to be disconnected. No possibility of hacking is possible in this
configuration.

(9) The Examination Centre must have 1SO 27001 certification or must be
AICTE or NAAC accredited.

(10) The tentative answer keys for the objective Lype examinations should be
ported on the website of MP High Court at carliest after the examination
is over and candidates will be given 7 days time to file suggestions and
objections, if any to the examination authority.

(11) The same will be placed before the Experts Committee of which
Databasc Administrator is also a member for scrutiny and the corrected
final answers be published on the website again.

C. Measures to be taken at Examination Centre

(1) A firewall like software software should be installed to each examinee
computer. The task of this software is to remove vulnerabilities present in
examinee computer. The tasks are listed as below:-

(i) , Sync Examinee computer time with scrver time for effective log
maintaining,.

(i) All ports except those required for the onlinc exam are disabled
and the ports used can be chosen randomly for each examinee; the
ports to be used have only to be sent to the ¢xamination server at
examination centre with the [P of thc exam client. Therefore,
manipulation through a fixed port can be avoided.

(i) All other programs except the online exam client are
deactivated by controlling the inputs of the examinces. By cutting
off electronic communications and disabling other computer
programs or inputs (including USB ports) on the examinees’
computers, the examinees can be prohibited from manipulating
their local computer or the internct. Only mouse should be
enabled. The proprietary application software should be used and
not to be used the open source software. (1t must be ensured that
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(iv)

(v)
(vi)
(vii)

(viii)

use of Google Docs, screen share and opening new window in a
separate tab to cxcess Google must be made impossible. The
student cannot usc offline material during online €xamination.)
Online cxam access should use Respondus lL.ockdown Browser
or its equivalent. The proposed browser module presents to the
user at startup a full-screen application window that encases a
browser window. However, no address bar is provided, nor are
therc any menus, toolbars, buttons, or other controls that would be
seen on a generic browser. The application window is locked in
full-screen mode and cannot be resized or minimized until the
application is terminated. Third party software like VNC viewer
must be completely prohibited.

Student id (specific auto generated id link) can work only one
question at a time and cannot access completed questions.

An exam should randomize (scramble) question sequence and
answer choices for cvery id link differently.

One (students) auto generated id link can access the online
exam only one time.

The exam should close when the allotted time period for work
expires. It is suggested that the exam end should be triggered hy
Examination server to all of the examince computers at once
and not the local time of Examinee computer / browser script
should be used.

D. Network used for communication with each other.

ii.

iii.

Communication between the server and examinee computer should
be encrypted with best possible technique like RES/MDS etc.
Communication between the Central server and FExamination Hall
server should be encrypted.

The server at examination centre should send the exam data to both
of Central Servers on real time basis. (This step is required to
prevent fraud at Central Server cnd or any other Source.)

Every log (Both Databasc and access log with client unique
ID/Timestamp) of each communication between server and
Examinee computer should be stored on real time basis for future
reference.

(Database log is a log which is created every time when the data
(Answer in this case) is inserted into the database with timestamp.
Access log is a log which is created every time when the examinee

computers access any page of Web server).
FA Y
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